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1
Decision/action requested

This pCR updates TR 33.894 Clause 5 ‘Evaluation of the current security mechanisms’.
2
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3
Rationale

This pCR provides evaluation of the current security mechanisms by considering the tenets of Zero Trust described by the NIST [2]. Further it is worth noting that, according to [2], ‘The tenets attempt to be technology agnostic.’.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.Y
Tenet #3: Access to individual enterprise resource is granted on a per-session basis
5.Y.1
Description
According to tenet 3 in [2], ‘Trust in the requester is evaluated before the access is granted. Access should also be granted with the least privileges needed to complete the task. This could mean only “sometime recently” for this particular transaction and may not occur directly before initiating a session or performing a transaction with a resource. However, authentication and authorization to one resource will not automatically grant access to a different resource.’. 
The relevant principle for the 5GS core network is that trust in the requester need to be evaluated before the network service access is granted. Further, authentication and authorization to one network service (or any data) should not automatically grant access to a different network service (or any different data) (e.g., if an authorization is provided related to one network slice service, then it should not grant access to different network slice service).
5.Y.2
Relevant security mechanisms
Authentication and Static Authorization: 

Static Authorization:

According to TS 33.501 Clause 13.3.0, ‘Static authorization is based on local authorization policy at the NRF and the NF Service Producer. It can be used when token-based authorization is not used. If token-based authorization is not used within one PLMN and the NF Service Producer receives a service request, the NF Service Producer will check authorization of the NF Service Consumer based on its local policy. If the NF Service Consumer is authorized to receive the service requested, the NF Service Producer will grant the NF Service Consumer access to the service API.’.

Authentication and authorization between network functions and NRF 

According to TS 33.501 Clause 13.3.1, for direct communication, the NRF and NF authenticates each other (i.e., by transport layer solution, if not by NDS/IP or physical security) during discovery, registration and access token request. For indirect communication, based on clause 13.3.1.2, any of the following method is used.

-
Mutual authentication between NF and NRF provided by the transport layer protection solution.

-
Client credentials assertion (CCA) based authentication, where CCA based authentication is based on a CCA token sent by the NF Service Consumer to the NRF via an intermediate such as the SCP. It does not provide authentication of the NRF towards the NF Service Consumer or protection of the service request sent by the NF Service Consumer to the NRF. 
-
Implicit, i.e., by relying on authentication between NF Service Consumer and SCP, and between SCP and NRF, provided by the hop-by-hop security protection at the transport layer, NDS/IP, or physical security.

Further according to TS 33.501 Clause 13.3.1.3, ‘After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration. In the non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF Service Consumer. In the roaming scenario, the NRF of the NF Service Producer shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF Service Consumer and the serving network ID. When a NF consumes the Nnrf_NFManagement or the Nnrf_NFDiscovery services provided by the NRF, the usage of the OAuth 2.0 access token for authorization between the NF and the NRF is optional.’
Authentication and authorization between network functions and NRF 

Accoridng to TS 33.501, Clause 13.3.2, ‘For Direct communication, if the PLMN uses protection at the transport layer, then transport layer protection solution will be used for authentication between NFs. If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS/IP or physical security. If the PLMN uses token-based authorization, the network needs to use protection at the transport layer.

For indirect communication, the NF Service Producer and NF Service Consumer will use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security. Mutual authentication between NF Service Consumer and NF Service Producer is not achieved with hop-by-hop security.

If the PLMN uses token-based authorization and the PLMN’s policy mandates that the NRF authenticates the NF Service Consumer before granting an access token, the access token indicates to the NF Service Producer that the NF Service Consumer has been authenticated by the NRF.’

Token based authorization:

According to TS 33.501, Clause 13.4.1, ‘The authorization framework described in clause 13.4.1 allows NF Service Producers to authorize the requests from NF Service requestors, where authorization framework uses the OAuth 2.0 framework as specified in RFC 6749. The basic extent provided by the authorization token is at service level (i.e., the "scope" claim includes allowed services per NF type). Depending on the NF Service Producer configuration, higher level of granularity for the authorization token can be defined adding "additional scope" information within the token e.g., to authorize specific service operations and/or resources/data sets within service operations per NF Service Consumer type. The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.’.
5.Y.3
Evaluation
The current security mechanisms provide sufficient support related to authentication and authorization (for service provision and consumption, between NFs, between NFs and NRFs), therefore one network service (i.e., resource) will not automatically grant access to a different network service (i.e., resource) when a successful authorization is performed. The current security mechanism allows to evaluate the trust in the requester only based on authentication and authorization aspects.
*****End of Change 1*****
